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High-capacity dual-image reversible data hiding based on Paillier
NIU Yu-hang, SHEN Shu-yuan”, LYU Hao-jie, LIN Huan-jie
(School of Software, South China Normal University, Foshan 528225, China)

Abstract: Dual-image reversible data hiding (RDH) has become an important research direction in the
field of information security due to its better security, embedding rate and image visual quality.
Bhardwaj et al. proposed a dual-image RDH algorithm on encrypted domain to further improve the se-
curity, but the embedding capacity of this algorithm is limited. In this paper, we propose a new em-
bedding strategy by decomposing each pixel of an image into three units and encrypting them using the
Paillier algorithm. According to the improved maximum distortion control coding table, the secret
messages are embedded dynamically using the averaging method, 7.e., the number of bits of secret in-
formation is varied for each embedding. The experimental results show that the embedding rate of our
method is improved by 0.72 bpp compared with the method of Bhardwaj et al. and 0.25 bpp compared
with the original maximum distortion control method. At the same time, the original image can be re-
covered losslessly, so the reversibility is guaranteed. It can meet the dual requirements of privacy pro-
tection and secret communication in high-capacity scenarios.
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Tab.1 All code combinations for NC=3 and MXD=2

s d Sd, Sd, Sd; E
0000 0 0 0 0 0
0001 1 0 0 1 1
0010 2 0 1 0 1
0011 3 1 0 0 1
0100 4 —1 0 0 1
0101 5 0 —1 0 1
0110 6 0 0 —1 1
0111 7 0 1 1 2
1000 8 1 0 1 2
1001 9 1 1 0 2
1010 10 —1 0 1 2
1011 11 —1 1 0 2
1100 12 0 —1 1 2
1101 13 1 —1 0 2
1110 14 0 1 —1 2
1111 15 1 0 —1 2

— 16 —1 —1 0 2

— 17 —1 0 —1 2

- 18 0 —1 —1 2

- 19 0 0 2 2

- 20 0 2 0 2

— 21 0 0 2 0

— 22 —2 0 0 2

- 23 0 —2 0 2

- 24 0 0 —2 2
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Fig.1 Flow chart of the proposed method

Tab.1 Optimal code combinations for NC=3 and MXD=2

s d Sd, Sd, Sd; E
0000 0 0 0 0 0
0001 1 0 0 1 1
0010 2 0 1 0 1
0011 3 1 0 0 1
0100 4 —1 0 0 1
0101 5 0 —1 0 1
0110 6 0 0 —1 1
01110 14 0 1 1 2
01111 15 1 0 1 2
10000 16 1 1 0 2
10001 17 —1 0 1 2
10010 18 —1 1 0 2
10011 19 0 —1 1 2
10100 20 1 —1 0 2
10101 21 0 1 —1 2
10110 22 1 0 —1 2
10111 23 —1 —1 0 2
11000 24 —1 0 —1 2
11001 25 0 —1 —1 2
11010 26 0 0 2 2
11011 27 0 2 0 2
11100 28 0 0 2 0
11101 29 —2 0 0 2
11110 20 0 —2 0 2
11111 31 0 0 —2 2
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K3 AXFEK PSNRE(BFANETESFH 10 000,20 000,30 000 bit)
Tab.3 PSNR(dB) of our method (EC of 10 000, 20 000 and 30 000 bit, respectively)

A% P FR#E Airplane  Barbara Boat Baboon Lena Peppers Lake Elaine  Average

10 000 PSNR_1/dB  50.65 50.54 50.67 50.50 50.70 50.59 50.55 50.47 50.58
PSNR_2/dB  50.56 50.47 50.62 50.51 50.61 50.53 50.39 50.52 50.52
PSNR_Avg/dB 50.60 50.50 50.64 50.50 50.65 50.56 50.47 50.50 50.55
20 000 PSNR_1/dB  47.63 47.59 47.60 47.59 47.82 47.46 47.52 47.54 47.60
PSNR_2/dB  47.49 47.49 47.59 47.55 47.71 47.37 47.55 47.62 47.55

PSNR_Avg/dB 47.56 47.54 47.60 47.57 47.77 47.42 47.54 47.58 47.57

30 000 PSNR_1/dB  45.71 45.74 45.83 45.74 45.94 45.80 45.82 45.85 45.80
PSNR_2/dB  45.81 45.87 45.78 45.74 45.95 45.74 45.77 45.91 45.82
PSNR_Avg/dB 45.76 45.80 45.81 45.74 45.94 45.77 45.79 45.88 45.81
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Tab.4 SSIM of our method for an EC of 30 000 bit V )EEE® BERZE B2
(c) Stego image 1 (d) Stego image 2
Image SSIM_1 SSIM_2 SSIM_ Avg
Airplane 0.97 0.98 0.97
Barbara 0.98 0.97 0.97
Boat 0.98 0.98 0.98
()RS R IR E &
Baboon 0.98 0.97 0.97 (e) Recovered original image
Peppers 0.97 0.97 0.97 7k R
Lake 0.98 0.98 0.98 Fig.3 Experimental results of image Lena for an EC
, of 30 000 bit
Elaine 0.97 0.98 0.97
A 0.97 0.97 0.97 3 % — -
verage BT 30 R 3 () M B — A Ak

2 SRR I 8RR R 3 (e) S AT K 2 5
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7R T BB Lena TEHRAZS 124 30 000 bit Y45 R ([ 3Co) FEL 3 Cd)) A i B B A W 1 22 500
& 3Ca) AL 3(h) & XN I — R R 2R —5kak AR B X 4. KA B R AE R R 3 Ce) FE IR



382 W5 B

o537 4

PG 58 A AR TR BIVRES5 38 X B 45 3% (E AR AH
ES ST IBUREPSNSE HIUFEE 2SS N YUY
FIHR UK S 3o A B3 ik = U, i) DUHE S 1 B30k
JEFEARE TR, 4 ROR T E% Lena A Ak A
5 PEIORL 2% {5 B IR DR, AR UL N %
SRR IR B RO R B B R e — B
(. R 1 S BB v A G 1% 4 0 4 U mT
WA B R SE AR TR 22— HoA R 0 S 50 2
SEH Lena AHAL, R 0 J5 AN P R R . #E 5K
R 7 FH H o A SC Y 5 vk R AR B SO AT I L AR iR 4
F WS Y 2 8 9 S0, RO T DA B4 DA 3
P SO BRI B AR RO A R I RR L O
AN BT B % S (B 3 () s (b)) $ SR
MR (B 3Ce) s (D)X —#fE, Pk B A R
7R TARSCH ¥ #9 PSNR fit SSIM A, 3 3% A A
by B SCIR B Ty AT X B EAB SR AT LLE L AR

Lena
-

1
0.8
0.6
0.4
0.2
0

-0.2

PR B ERE

04
0.6
038

-1

0 2 4 6 8 10
x10°
MARER

B4 fRAE R RERCR

Fig.4 Error rate and the EC of the experiment re-

sults

2.3

1.725

& 1.15
o

0.575

0
Bhardwaj%  meikapZ%  Chen%: LuZ V. "4

(a) il
(a) Airplane

AR R A ZE 1433 10 000,20 000,30 000
bit B X PSNR #J7¢ 35 dB LA 1,30 000 bit
X7 S 44 SSIM R 0,97, 3 f2 52 B b FH rp X
% BRI e R

& 5 BN T A SC 7 3 Bhardwaj 2557 | Chen
25020 Meikap 25177 DL J Lu 20 19 7 BE7E 8 3K AR
MR R A e R AR 3T R B R
P T T o i A R AR T A B DL R R T IS FBR
DL 2, A SR, 3% B R T DU A 2 (A 2%
F R SR R R . 5 % S SRR i
HH L, Bhardwaj %57 BB 2 15 85 Ak S = E 1, B
0,1,2, SRJE AR B 25 5 2 A (B 43 3 A [ 14 452
YET7 38 B % {5 B ik A B Paillier %5 J5 % 3C
T K E T 1,53 bpp MYV A S AR SO IR R
AR HITERTET 0.72 bpp. 5830 R 7
FHEE s Chen 85 (1 7 2 3843 AL EMD 5 B 1 ¢
TIE W — {07 il 5% 15 B R — A~ o 18 21 A0 B itk A 31—
XHRE L E R AR A 1.56 bpp. A SO Bk A
R HFHERFT 0.69 bpp, Meikap 2559 7£
2021 444 2 07 4R FAH HE P BRI b 3 & B
REEG AR TR ZAEHET BRI e 7
MR L AR S TAHRR AR, |
JE AR SC B T R A A BRI % b B B A i AR AT
SR 1E T Meikap % AT W7k, Lu %8 AU 7E [H]
SRR T T R KR B Ok R 2.2
(14 53 A A SCHRL I B T R B S 2 L R R A
b 2 (5 S8 A P2 115 (9 0 0, S 38 0 R T G
F R RIMAFH 2 bpp 42 T45] 2.25 bpp 25 T
12.5% . @1t 5 L b 5 A9 WL RS T 38 15 B RO
TR AR DT R AT X L AT LA AR SR

TERRARIT A & T,
2.3
1.725
E 1.15
0.575
0

Bhardwaj%  meikap%  Chen% Lu% AL
(b) Barbara
(b) Barbara



55 3 4 AT 5 BT Paillier i %5 (19 R 25 2t SRR AT 196 {5 2, B R 383
23 23
1.725 1.725
& o115 &5
0.575 0.575
Bhardwaj% meikap% Chen%% Lu% A e Bhardwaj% meikap% Chen%% Lu% A
(OF i (d) #gh
(c) Boat (d) Baboon
23 23
1.725 1.725
B o115 &5
0.575 0.575
Bhardwaj%  meikap%¥ Chen%: Lu% . 98 9 BhardwajZ%  meikap% ChenZ: LuZ% . "4
(e) Lena ()
(e) Lena (f) Pepper
23 23
1.725 1.725
& 115 £ 115
0.575 0.575
0 Bhardwaj%  meikapZ  Chen%% Lu% A 0 Bhardwaj%  meikapZ  Chen% Lu% A
(2) ¥ (h) Elaine
(g) Lake (h) Elaine
5 A SO AR A 4 Fh 7 i e KA AR X L
Fig.5 Comparison of maximum embedding rate between our method and other four methods
DAY L R L RE T 78 o MR Ok B gm A . SR
5 4% 7w GEIRI AR S B ik A % LG Bhardwaj 58 A Y

AR ICHE Bhardwaj 28 AFERE FAEH T —F R
Paillier i % (9 X EIG 7T 36 45 BB ik, o T i
— AR TR A B8 R o3 i n % 5 R R ek s
() B R FLAmAS 3% L R U AR 25 5 18 1 L B 31

Z % x #:

TP ARTE T 0.72 bpp. 5 IR Y 5% F AR 6 7 A
i AT T 12.5% . AR IR 2R AR
IR PR PHE RO (5 B . Bt — P S IO % 45 8
IR T oty PRI A5 RT LA 73 B 9 R — S (LA T 5T
(77 il AR TAR R HL AT

(1] TE%.fxd, S%7,F T ERG A F-SIFT MBS ICHE[]]. 3 # % T 42,2021,29(5);



384

W5 B 537 %

[2]

(3]

(4]

(5]

[6]

7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

1180-1189.
DING G S, QIAO Y L, YI W N, et al. Feature extraction and matching of F-SIFT based on spectral image space
[J]. Optics and Precision Engineering » 2021, 29(5): 1180-1189. (in Chinese)
BENDER W, GRUHL D, MORIMOTO N, et al. Techniques for data hiding [J]. IBM Systems Journal, 1996,
35(3/4): 313-336.
ok v TN AR L AU LB P R (A IR R R OK ENBEE [T ] dh B 277 . 2017.32(8) :642-649.
YAO ] C. Blind watermarking algorithm for colour image based on human visual contrast sensitivity characteristics
[J].Chinese Journal of Liquid Crystals and Displays » 2017, 32(8): 642-649. (in Chinese)
AR R E K2, TR F R SAE F 3 I R AR B USR] P B R 5. 2021,14(2) :431-445.
ZHAO J W, ZHANG Y H, WANG F M, et al. Line-scanning confocal microscopic imaging based on virtual struc-
tured modulation [J]. Chinese Optics, 2021, 14(2): 431-445. (in Chinese)
NI Z C, SHI Y Q. ANSARI N, et al. Reversible data hiding [J]. IEEE Transactions on Circuits and Systems for
Video Technology s 2006, 16(3): 354-362.
CELIK M U, SHARMA G, TEKALP A M. Lossless watermarking for image authentication: a new framework
and an implementation [J]. IEEE Transactions on Image Processing , 2006, 15(4): 1042-1049.
TIAN J. Reversible data embedding using a difference expansion []J]. IEEE Transactions on Circuits and Systems
for Video Technology » 2003, 13(8) ; 890-896.
Rk, mA  ReeE, 5 5T HE N E 7 e S RS 7T B R LT R Jb X 2 53R (A KA F R ,2020,41
(3):316-320,360.
ZHANG Q L, WEN T, SONG X Y, et al. Reversible data hiding algorithm based on adaptive histogram modifica-
tion for 3D mesh models [J]. Journal o f Northeastern University (Natural Science), 2020, 41(3): 316-320, 360.
(in Chinese)
THODI D M, RODRIGUEZ ] J. Expansion embedding techniques for reversible watermarking [J]. IEEE Transac-
tions on Image Processing » 2007, 16(3): 721-730.
CHANG C C, KIEU T D, CHOU Y C. Reversible data hiding scheme using two steganographic images [C]//
Proceedings of the TENCON 2007-2007 IEEE Region 10 Conference. Taipei, China: IEEE, 2007 1-4.
QIN C, CHANG C C, HSU T J. Reversible data hiding scheme based on exploiting modification direction with
two steganographic images [ J]. Multimedia Tools and Applications, 2015, 74(15): 5861-5872.
CHEN X F, HONG C Q. An efficient dual-image reversible data hiding scheme based on exploiting modification
direction [J]. Journal of Information Security and Applications, 2021, 58; 102702.
LU T C, WU J H, HUANG C C. Dual-image-based reversible data hiding method using center folding strategy
[J]. Signal Processing ,» 2015, 115: 195-213.
FE L RE L K 3% G CET M LSB B4 28 42l i Bl B[ ] dh b5 27,2019, 34(4) :410-416.
REN K Q. XIAO L Y. High-capacity reversibledata hiding based on CFT and LSB [J]. Chinese Journal of Liquid
Crystals and Displays» 2019, 34(4); 410-416. (in Chinese)
MEIKAP S, JANA B. Improved center-folding based directional pixel value ordering for reversible data hiding
scheme [J]. Multimedia Tools and Applications, 2021, 80(4): 5617-5652.
LU T C, CHANG T C, SHEN J J. An effective maximum distortion controlling technology in the dual-image-
based reversible data hiding scheme [J]. IEEE Access, 2020, 8: 90824-90837.
BHARDWAJ R, AGGARWAL A. Hiding clinical information in medical images: an encrypted dual-image reversi-
ble data hiding algorithm with base-3 numeral framework [J]. Optik, 2019, 181: 1099-1112.
PAILLIER P. Public-key cryptosystems based on composite degree residuosity classes [CJ//Proceedings of the
International Conference on the Theory and Applications of Cryptographic Techniques. Czech Republic: Spring-
er, 1999. 223-238.



55 3 3 AL 5 FE T Paillier JiN %8 (1 K 25 8 SRS AT 39 15 B BT 385
EHE B/

HFH996—) , 2, I R ¥k PN,
W52 A . 2018 4F T p AR ol R 2 3R 4%
e VRV EE PR EPSY SN

o  Sen

1% 4k B %, E-mail: connerniu @ % i
scnu.edu.cn “

BRI (1977 —) ., . Wi mg BB AR AL 1
4= YU, 2015 4 F W R R AF IR A T A
SR I RN A R T
BN )7 B 5T . E-mail: ssyuanl6@

m.scnu.edu.cn



