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Abstract: In order to realize distributed secure storage of digital images, an image encryption-secret
sharing algorithm is proposed in this paper. The image encryption function is completed by a sequence
of four random numbers generated by a two-dimensional cascade modulation coupling map (2D-CM-
CM) , which composed of a logistic map and an ICMIC map, including row/column scrambling and
diffusion. In the secret sharing phase of the encrypted image, the encrypted image is divided into five
secret subgraphs using a (3, 5) threshold secret sharing algorithm based on Lagrangian polynomial in-
terpolation. The decryptor can obtain the lossless reconstruction of the original plaintext image only
by acquiring no less than 3 secret subgraphs and secret keys. In the safety analysis experiment, the
proposed algorithm shows a high degree of anti-aggression. In the reversibility analysis experiment,
the secret subgraph is confirmed to achieve the lossless reconstruction of the original plaintext image.

In the execution efficiency test, the high execution efficiency of the proposed algorithm is also verified.
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The a series of experiments con firmed the high practicability of the proposed algorithm.

Key words: chaotic map; secret sharing; image encryption
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Tab.1 NPCR test results for some images

&l h 44 NPCR/ %

ASCHE SeEkl3] semk(4] k(0]
1.1.01  97.740 4 96.543 6 96.248 6 97.154 8
1.1.02  97.0551 96.8725 955739 97.068 9
1.1.03  98.143 7 96.4456 96.3159 97.027 0
1.1.04 98,541 8 97.038 9 98.476 0 97.710 6
1.2.01  97.9258 97.716 8 95.010 5 96.103 0
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pisIp e Kuse MIRE SLATCS) FITR 1.2.01 81.58 35.24 42.95 52.96
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Tab.2 PSNR test results of partial samples
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Tab.3 Execution efficiency of partial samples
B R % i 2% -Fb % 4y SEFERT /s EMR EHFERT /s
ACEE k3] SCwk[4] 3wk 10] ASCEME SCHk[3] SCHk[4]  3Cwk[10]
1.1.01 0.29 1.25 2.64 0.78 0.21 0.37 0.74 0.64
1.1.02 0.38 1.21 2.54 0.74 0.11 0.38 0.75 0.71
1.1.03 0.32 1.22 2.67 0.75 0.17 0.37 0.74 0.75
1.1.04 0.11 1.26 2.53 0.76 0.25 0.34 0.76 0.68
1.2.01 0.34 1.27 2.41 0.74 0.11 0.36 0.73 0.73
1.2.02 0.29 1.27 2.34 0.75 0.20 0.37 0.74 0.72
1.3.01 0.39 1.28 2.36 0.78 0.10 0.36 0.76 0.64
01.3.02 0.18 1.23 2.38 0.81 0.22 0.37 0.79 0.64
1.3.03 0.32 1.22 2.39 0.80 0.14 0.35 0.82 0.81
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