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A rights-based re-integration method for JPEG steganalysis
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Abstract: Aiming at the problem of the high dimension features and complicated training in image uni-
versal steganalysis technology, this paper proposes a steganalysis method based on ensemble
classifier. The method designs a ensemble classifier which combines the difference of base classifier
and weighted fusion. Specifically, the algorithm uses CC-PEV as steganalysis features. Then, the
method randomly structures several feature subspace, uses the bootstrap method to construct image
training subsets, and train them to get a number of base classifiers. Finally, every base classifier is
given weight that different from each other according to the classification result and then the final
forecast is got after the combination of classification results with their respective weight. The experi-
mental results show that using ensemble classifier for training and giving base classifiers with different
weights fusion could effectively improve the accuracy of the algorithm.
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Tab.1 PEV feature type
Feature Dimensionality
Global histogram H, 11
Five AC histograms h 5X11
11 dual histograms g 11X9
Variation V 1
Two types of blockiness B, 2
Co-occurrence matrix C; 5X5
Markov features M 9X9
JPEG Spatial Spatial
OH’:fa‘;‘:l IDCT DCT ReJPf:;:e(;Ilce
], Crop In}a:ge

Calibrated feature=F(J,)-F(J,)
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Fig. 1 PEV characteristics of the calibration process sche-

matic
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Tab. 2 Detection results of single classifier and ensemble

classifier
Single Ensemble
Steganograpic Embedding
classifier classifier
algorithm rate/ % results/ %  results/%
10 74.2 75.5
nsf5
50 81.7 87.6
10 75.3 86. 4
mb?2
50 82.8 89.1
10 74.5 74.2
Outguess
50 80. 1 86.7
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Tab. 3 Detection results of three different methods

Steganograpic Embedding SVM’s ~ Reference[4]’s Proposed’s

algorithm Rate/ % results/ %  results /%  results/ %
10 70. 6 77.3 78.5
nsf5
50 74.4 85.8 86. 6
10 70.9 78.2 80. 4
mb2
50 78.5 87.7 88.1
10 68. 6 73.8 73.2
Outguess
50 76.2 81.1 82.7
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Tab. 4 Training time of three different methods

N SVM’s Reference[4]’s  Proposed’s
" time/min time/ min time/min

1000 5 <1 <1

2000 10 1 1

3000 14 1.5 2

4000 20 2 2.5

5000 26 <3 3
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