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Fig. 1 Error propagation of ciphertext by the same key,

the Plaintext with only one bit difference.
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Fig. 2 Error propagation of ciphertext based on only

1 bit error of the key

i 128 f7HY 1/2, i B X R [ 2 I SO SCR A R
U 2255 HOR

4 % ROR A

JO7 AR B3 A T 2w AT R R A B
HLAL B » 8 1o BP0 3 S2 3 45 2Rk B i 2 /5 1)
BOlE T AR 2 LUK AL . B 3 R 4 Sy Jon s i A
N A Y Lina P fif 50 e SR B 558 e A

B3 N HT Lina B4
Fig. 3 Original picture of Lina

K4 %5 Lina B4
Fig.4 Encrypted picture of Lina



% 6 3] RS JETIRMEE C Al M A Sh AL A g 7 i F 881

O HE AL AR B ARG AR AL AN YT ORI S A
T AR A SCRE T — 4R TUAR I 9 70 2 0
HEC RN AN A ShHL i T BA B ORI Bt BEA AR B W SO SC s

& % X #:

[ 1] Kanso Ali A. An efficient cryptosystem Delta for stream cipher applications [ ]]. Computers & Electrical Engineering ,
2009, 35(1):126-140.

[ 2 ] Sung Jaechul, Hong Deukjo, Hong Seokhie. Cryptanalysis of an involutional block cipher using cellular automata
[J]. Information Processing Lett. , 2007,104(5) ;183-185.

[ 3 ] Faster-Sabater A, Caballero-Gil P. Linear solutions for cryptographic nonlinear sequence generators [J]. Phys.
Lett. A, 2007,369(5-6):432-437.

[ 4 ] Martin del Rey A, Pereira Mateus ], Rodriguez Sanchez G. A secret sharing scheme based on cellular automata [ ] ].
Appl. Mathematics and Computation 2005, 170(2) :1356-1364.

[ 5 ] Seredynski Franciszek,Bouvry Pascal, Zomaya Albert Y. Cellular automata computations and secret key cryptogra-
phy [J]. Parallel Computing , 2004,30(5-6) :753-766.

[ 6 ] Wolfram S. Cryptography with cellular automata[ C]//Proceedings of Crypto’85, Lecture Notes in Computer
Science , Berlin, Germany:Springer-Verlag,1985:429-432.

[ 7 ] Langton C G. Computation at the edge of chaos:Phase transitions and emergent computation [J]. Physica,1990,42.;
12-37.

[ 8 ] Wuensche A, Lesser M J. The Global Dynamics of Cellular Automata ; An Atlas of Basin of Attraction Fields of
One-dimensional Cellular Automata [ M]. California, USA:Addison-Wesley, Publishing Company.1992.

Encryption Based on Chain-Rules Cellular Automata

ZHANG Ling', YANG Xiao-li*, LIANG Shi-li’
(1. College of Science, Changchun University of Science and Technology . Changchun 130022, China,E-mail :lsi@nenu. edu. cn;
2. Changchun College of Traditional Chinese Medicine , Changchun 130117, China;
3. School of Physicss Northeast Normal University Changchun 130024 ,China)

Abstract

This paper presents a block cipher algorithm based on the chain-rules CA,which is by means of
iterating cellular automata backward-to-encryption and forward-to-decryption at a fixed boundary.
The results show the error propagation of ciphertext with an unchanged key and ciphertext with an
unchanged plaintext is close to 50%. This cryptosystem can resist known-plaintext attack and known-

ciphertext attack.
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