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Image steganalysis based on bayesian classifier
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Abstract: Recently, ensemble classifier is predominantly used for steganalysis of digital media. For in-
creasing the detection accuracy of ensemble classifier and focused on the defects that the fusion method
of ensemble classifier is too simple to reflect the correlation of base learners and can’t give an overall
result, an algorithm based on Bayesian Classifier is proposed according to a characteristic that the pro-
jection of feature on the hyper planes of ensemble classifier obeys the framework of the multivariate
Gaussian distribution. At first, some base learners were generated based on the random forest, then
the probability density function and prior probability were calculated for training a Bayesian classifier.

At last, the algorithm uses a Bayesian Classifier instead of the majority voting rule to fuse the deci-
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sions of base learners. The error detection rate lower than before by an average of 1.6 %, ROC curve is

closer to the top left corner than simple voting method, which has higher detection rate, the growth

of AUC value is about 2.12% , and the training time increase about 2.610 s. The proposed method is

able to increase steganalysis performance of ensemble classifier.

Key words: steganalysis; ensemble classifier; fusion technique; multivariate Gaussian distribution;
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